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but is not limited to any degrading materials or information based on
race, sex, age, religion, national origin, or disability. Sexually explicit
materials may not be viewed, archived, stored, sent, received, distributed,
edited, or recorded using the City’s equipment. Users are to report
inappropriate use of the Intemet through the City’s system to their
supervisor, department manager, or Human Resources,

' 4) Anything created or viewed by City employees on the Internet will be
treated as a public record and archived as specified by public records
rules. Confidential and/or sensitive information should be avoided.

5) All files and data received from the Internet or from computers or
networks that do not belong to the City must be scanned for viruses and
other destructive programs. Files that are aftached to E-mail leaving the
City’s network should also be checked for viruses.

6) Employees have no expectation of privacy as to their use of the Internet
through the City’s network. The City has the right to monitor any sites
employees visit on the Internet, including web pages, chat rooms, and
news groups. Human Resources may authorize Information Technology
to review Internet activity and analyze usage patterms of employees at any
time. The City may choose to distribute this data to the management
staff.

7) Employees must comply with all software licenses, copyrights, and all
other state and federal laws governing intellectual property and online
activity, including downloading of any copyright protected computer
programs. Questions regarding licenses, copyrights, and intellectual
property should be directed to the Information Technology staff.

8) Employees are not to use the Internet for noncity or personal work unless
given prior approval by their supervisor. Any personal use must be in
compliance with all aspects of this policy, particularly paragraphs 1
through 7 of this section. No use will be made of the Internet by an
employee for a profit-making venture or business or for any political use
prohibited by Oregon law. Personal use of the Internet should take place
only during nonworking hours, should be infrequent, and should not be a
substifute for an employee obtaining a private Internet account. Frequent
or protracted personal use of the Internet is prohibited. Personal use of
the Internet during work time or use of the Internet that has not been
authorized by an employee’s supervisor is subject to disciplinary action.

I. Mobile Data Terminals

1) Since these teérminals combine components of E-Mail and on-line
computer subscription services, the same procedures apply to mobile data
terminals as apply to E-Mail and on-line computer subscription services.
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Definitions

References

J.  Summary

1) The proper use of City office and telecommunication equipment enhances
productivity and allows the City to better meet increased service needs. It
is the responsibility of each employee to use this equipment in an
appropriate manner. Violation of this policy or procedures set forth in
this document may be grounds for disciplinary action.

Voice Mail - is any recorded message made on the City’s telephone system and
includes both incoming messages and the prerecorded greetings to callers.

Personal Computer (PC) - is any computer device (desktop, laptop, or portion of the
network) used to create or access information stored on an electronic media.

Electronic Mail (E-mail} - is a package of services designed to allow users to “send”
or “receive” memos, notes, reports, or communications from other system users.

Internet Mail - is a package of services designed to allow City Staff to “send” or
“receive” memos, notes, reports, or communications from other Internet sysiem users
(e.g., other cities or state agencies). Internet E-mail is a small part of the data network
commonly referred to as the “Internet.”

Public Record - means a document, book, paper, file, sound recording, machine
recadable electronic record or other material regardless of physical form or
characteristics made, received, filed, or recorded in pursuance of law or in connection
with the transaction of public business, whether or not confidential or restricted in
use. Public Record includes any writing containing information relating to the
conduct of the public’s business, including but not limited to couwrt records,
mortgages, and deed records prepared, owned, used, or retained by a public body
regardless of physical form or characteristics.

Human Resources Policy Ethics
Archives Division’s Administrative Rules (Chapter 166)
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1. Form or worksheet revision related to this document? No Yes []
If yes; attach a copy of the revised form or worksheet.

2. Training required? No D4  Yes [}
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